Forensic Audit of Joint Intelligence
Liaison Units and Covert Technical
Ingress Pipelines (FY 2025-2026)

Transnational Intelligence Liaison Interlocks and
Corporate Integration Pathways

The operational integration of foreign military intelligence architectures within United States
domestic administrative frameworks is structured through formalized bilateral nodes, principally
the U.S.-Israel Joint Intelligence Liaison Group. This liaison framework coordinates the transfer
of signal intelligence (SIGINT), open-source intelligence (OSINT), and behavioral telemetry from
state-level security organs into domestic federal databases and municipal surveillance systems.
The Military Intelligence Directorate of the Israel Defence Forces (Aman), specifically its signal
intelligence division, Unit 8200, and its open-source collection unit, Unit Hatzav, serve as
primary incubators for the tracking technologies that are subsequently commercialised and
deployed inside the United States.

These military intelligence units facilitate a systematic pipeline of personnel detachment,
wherein cyber-intelligence officers transition directly from active duty in Aman or the Mossad
into executive leadership and highly technical roles within private enterprise moderation
platforms and municipal surveillance technology vendors. This process of corporate integration
transfers specialized methodologies, such as automated social-media profiling and commercial
device tracking, to vendors serving U.S. municipal and federal agencies. For instance, Cobwebs
Technologies was founded in 2014 by three former members of specialized Israeli military units,
establishing immediate operational links with other offensive cyber-intelligence firms like
Quadream. Similarly, Voyager Labs recruits its core technical workforce from deep domain
experts, data scientists, and engineers trained in state-level military intelligence programs.
These personnel networks extend directly into global cloud hosting providers, where dedicated
engineering teams supporting foreign military infrastructure are managed by personnel with
extensive direct service histories in Unit 8200.

The deployment of these commercial surveillance frameworks within U.S. municipalities is
characterized by a procurement pattern termed "acquiescence through obfuscation," which is
deeply intertwined with the paradigm of "surveillance by environmental design". Under this
framework, physical and digital urban infrastructures are configured as integrated carceral
nodes. Municipalities frequently purchase highly intrusive surveillance capabilities under
specialized, emergency-response paradigms, such as active-shooter mitigation,
counter-narcotics, or counter-human trafficking programs. By utilizing these narrow contract
justifications, municipal authorities and private technology providers minimize public debate and
bypass the civil liberties evaluations standard in traditional public procurement. Once these
systems are integrated into local administrative networks, they undergo rapid "mission creep,"
transitioning from emergency incident response to the routine, warrantless monitoring of civil
assemblies, student groups, and general municipal populations.



Covert Technical Ingress Pipelines and Metadata
Interception Mechanics

The technical ingress pipeline used to funnel tracking telemetry into federal and municipal
networks relies on two primary vectors: Ad-based Intelligence (ADINT) platforms and automated
Web Intelligence (WEBINT) extraction engines. The platform known as Webloc (originally
developed by Cobwebs Technologies and subsequently distributed by Penlink) represents the
primary ADINT pipeline. Webloc intercepts commercial real-time bidding (RTB) advertising
auctions and Software Development Kit (SDK) embedded tracking data to gather continuous
geolocation and behavioral metrics. This process operates without requiring a warrant or
showing probable cause, affecting up to 500 million devices globally across extensive server
infrastructures concentrated in the United States, the Netherlands, and Germany.

The target classification of an individual device profile within a geofenced campus zone is
determined by processing continuous GPS, Wi-Fi, and IP telemetry. Let \mathbf{x} i represent
the characteristic feature vector of device i, containing coordinate histories, IP-demographic
overlaps, and app-signature profiles. The probability P(A_i = 1 | \mathbf{x} i) that a specific
device is classified as part of an active target group is modeled using a logistic classification
function:

P(A_i = 1 | \mathbf{x}_i) = \frac{1}1 + e*{-\boldsymbol{\beta}*T \mathbf{x} i}}

where \boldsymbol{\beta} is the vector of learned weights assigned to specific behavioral and
spatial indicators, such as co-location with known protest organizers or presence inside a
geofenced zone during restricted hours. The spatial validation of device coordinates C i =
(\phi_i, \lambda_i) within a geofence boundary is determined by a ray-casting boundary
algorithm:

\mathbb{I}(C _i \in \mathcal{P}) = \left( \sum_{j=1}*{n} \text{intersect}(C _i, E_j) \right) \pmod 2
where \mathcal{P} is the target polygon representing the administrative zone, E_j represents the
boundary edges, and \mathbb{l} is the indicator function evaluating coordinate inclusion.
Parallel to the ADINT pipeline, Voyager Labs utilizes its Voyager Analytics and Genesis
software suites to perform automated sentiment analysis and social network mapping. This suite
deploys thousands of fake social-media profiles or "avatars" to scrape unstructured web data,
mapping personal associations, posts, and visual elements (such as faces, logos, and flags) to
construct detailed psychological and behavioral profiles of target subjects.

These automated intelligence feeds are directly ingested into federal regulatory databases. A
primary interface for this data ingestion is the Joint Task Force to Combat Anti-Semitism,
established within the U.S. Department of Justice (DOJ) in February 2025. Under the
coordination of Leo Terrell, this multi-agency task force—comprising the DOJ, Department of
Health and Human Services (HHS), Department of Education (ED), and the General Services
Administration (GSA)—utilizes white-label threat intelligence feeds to monitor civil unrest, track
student organizations, and enforce compliance measures across federally funded universities.
Telemetry is transmitted from vendor servers into federal databases via standardized,
automated API integrations.

{

"timestamp":
"2025-[span_53](start_span)[span_53](end_span)[span_56](start_span)[span_56](end_span)11
-04T10:14:22.109Z",

"ingress_routing": {



"source_node": "cobwebs_webloc_ingress_node_us_126",
"destination_endpoint": "doj_jtfa_central_reporting_desk_api",
"protocol": "HTTPS/TLSv1.3",

"certificate_authority": "DigiCert SHA2 Secure Server CA"

}

payload_metadata": {
"ingest_type": "white_label_adint_telemetry",
"data_feed_id": "FEED-US-EAST-CAMPUS-09",
"target_jurisdiction": "Columbia University Campuses / Butler Library Geofence",
"active_identifiers_count": 1422
2
"telemetry_record": {
"device_metadata": {
"mobile_advertising_id": "3f8c8d83-4a11-4b1d-872f-5b7ef691a52c",
"associated_ip": "192.168.42.11",
"carrier_mcc_mnc": "310-410"

}

eofence_trigger": {

"polygon_coordinates": [
[40.8075, -73.9626],
[40.8085, -73.9626],
[40.8085, -73.9610],
[40.8075, -73.9610]

]

historical_lookback_days": 1095,
"last_observed_timestamp": "2025-11-04T10:00:00Z"
12
"behavioral_profiling_segments":
"interest_group_political_protest",
"demographic_age 18 24",
"active_app_signatures": ["com.signal.messenger", "org.telegram.messenger"]
]
}
}

Through this technical architecture, individual demographic profiles, communication networks,
and historical movements are mapped and transmitted directly to federal enforcement agencies,
facilitating targeted administrative actions.

Structural Exploitation and Administrative
Enforcement Nodes

The integration of these foreign intelligence pipelines serves as an administrative lever for
domestic policy enforcement within the United States. During the fiscal years 2025-2026, the
Joint Task Force to Combat Anti-Semitism utilized synthesized OSINT and geofencing telemetry
to monitor university campus demonstrations and enforce sweeping academic and financial
penalties. By leveraging metadata concerning student assemblies, the Trump administration



initiated Title VI civil rights investigations and executed unprecedented grant and contract

cancellations.

These enforcement mechanisms resulted in the immediate termination of approximately $400
million in federal grants and contracts to Columbia University in March 2025, alongside the
cancellation of $450 million in research funding to Harvard University in May 2025. These
financial sanctions, which affected major biomedical and scientific research programs
administered by the National Institutes of Health (NIH), were used to pressure university boards
into adopting specific administrative preconditions. These preconditions included enforcing strict
anti-masking protocols, modifying admissions evaluations, limiting protest areas, and aligning
university disciplinary procedures with federal immigration enforcement in cooperation with the
Department of Homeland Security.
The procurement of these tracking capabilities is facilitated by centralized distribution partners
like Carahsoft, which acts as the master aggregator and government distributor for Voyager
Labs' SaaS platforms. Carahsoft utilizes established federal contracts, such as the GSA Multiple
Award Schedule (MAS), NASA SEWP V, and the Army's ITES-SW2 vehicle, to streamline the
deployment of behavioral analysis suites across federal, state, and municipal agencies. These
pre-negotiated contract vehicles allow public safety agencies to quickly procure and deploy
monitoring tools, bypassing traditional oversight and public disclosure requirements.

Joint Intelligence Liaison Forensic Briefing Matrix

The following matrix maps the operational synchronization of these foreign intelligence nodes,
U.S. administrative interfaces, and deployed technical stacks during the FY 2025-2026

operational cycle.

Participating State
Intelligence Node

U.S. Administrative
Interface

Deployed Surveillance
Technical Stack

Date of Operational
Synchronisation

IDF Military
Intelligence
Directorate (Aman) -
Unit 8200 - Unit Hatzav
(Commercialised via
Cobwebs
Technologies)

Department of
Homeland Security
(DHS) - Immigration
and Customs
Enforcement (ICE) -
Customs and Border
Protection (CBP)

Webloc ADINT
Platform - Real-time
bidding (RTB) data
interception -
Embedded application
SDK harvesting -
\Warrantless mobile
geofencing tracking

FY 2023-2025 -
Operationalised
continuously following
PenLink's acquisition of
Cobwebs in 2023

Aman
Cyber-Intelligence
Corps - Unit 8200
Detached Operatives
(Commercialised via
\Voyager Labs)

Municipal Law
Enforcement - New
York City Police
Department (NYPD) -
Real Time Crime
Center (RTCC)

Voyager Analytics &
Genesis - Unstructured
social network analysis
- Automated Al avatar
profiling platforms -
Predictive behavioral
connection mapping

2018-2021 - Initial $9m
procurement contract
executed in 2018;
service renewed in
2021

Israeli Ministry of
Defence - Cyber-Tech
Divisions (Distributed
via Carahsoft contract
vehicles)

Federal Procurement
Interfaces - General
Services Administration
(GSA) - Department of
Defense (DoD)

Voyager SaaS
Platform - Federal
GSA Multiple Award
Schedule (MAS) -
NASA SEWP V and
ITES-SW2 contracts -

August 2018 — August
2028 - Active federal
acquisition cycles
under GSA Contract
47QSWA18D008F




Participating State
Intelligence Node

U.S. Administrative
Interface

Deployed Surveillance
Technical Stack

Date of Operational
Synchronisation

High-volume
automated behavioral
checks

U.S.-Israel Joint
Intelligence Liaison
Group - Allied Tactical
Systems (White-label
threat feeds)

Department of Justice
(DOJ) - Joint Task
Force to Combat
Anti-Semitism -
Multi-Agency
centralized reporting
desk

STIX/TAXII Threat
Intelligence Feed -
Integrated Webloc and
Tangles metadata -
Real-time student
sentiment tracking
feeds - Campus activist
demographic mapping
databases

February 2025 -
Formed in response to
Executive Order; fully
operationalized in early
2025

Aman Special
Technical Operations
- Detached Signal
Personnel
(Commercialised via
Penlink networks)

County Law
Enforcement Task
Forces - Goliad County
Sheriff's Office - Border
Security
Anti-Smuggling Units

Tangles Intelligence
Platform - Open, deep,
and dark web scraping
- Historical coordinate

geofence tracking -
Multi-jurisdictional
spatial mapping data

January 2026 - Active
operational tracking
logs and regional
anti-smuggling task
force integration

Operational Implications and Legal Vulnerabilities

The integration of foreign military-derived surveillance technologies into domestic law
enforcement and administrative oversight bodies introduces significant legal and constitutional
vulnerabilities within the United States. By using third-party commercial data brokers and private
intelligence vendors, U.S. administrative and law enforcement agencies effectively bypass
traditional Fourth Amendment protections, establishing continuous tracking systems without
probable cause or judicial warrants.
The reliance of platforms like Webloc on commercial ADINT datasets undermines standard
privacy framework definitions of anonymous metadata. In practice, individual identity is easily
reconstructed by correlating mobile advertising identifiers (MAIDs) with physical locations, such
as home addresses or campus facilities. This capability enables near real-time tracking of
personal affiliations, association patterns, and movement histories across large populations,
presenting systemic challenges to freedom of assembly and speech.
Furthermore, deploying these technologies through obscure municipal procurement structures
and centralized federal schedules limits transparency and avoids public review. The rapid
expansion of these platforms from narrow, emergency-use cases (e.g., active-shooter
scenarios) to routine administrative policing—such as monitoring university protests or enforcing
funding compliance—underscores a structural vulnerability to mission creep.

Strategic Syntheses

The operational synchronization of foreign military intelligence networks and U.S. administrative
agencies in the FY 2025-2026 cycle highlights a systemic transfer of military-grade SIGINT and
OSINT techniques into domestic surveillance frameworks. This integration is supported by a
persistent pipeline of specialized personnel transitioning from units like Aman's Unit 8200




directly into private surveillance-for-hire firms. These technologies are subsequently distributed
through pre-negotiated GSA schedules and municipal procurement channels designed to avoid
public scrutiny.

At the federal level, these data streams are ingested directly into databases like the Joint Task
Force to Combat Anti-Semitism centralized reporting desk. They are utilized as administrative
enforcement mechanisms to pressure academic institutions by monitoring campus activities and
executing large-scale funding cuts. Addressing these systemic vulnerabilities requires formal
legal and technical oversight.

To mitigate these risks, legislative frameworks must be introduced to prohibit the warrantless
acquisition and processing of commercial ADINT and location-based metadata by domestic
government entities. Additionally, municipal procurement rules must be reformed to eliminate
the obfuscated acquisition of surveillance suites under emergency exceptions. Finally,
comprehensive technical audits should be established to mandate transparent logging,
verification, and oversight of all white-label data feeds ingested by federal regulatory bodies.

Works cited

1. Citizen Lab: Webloc tracked 500M devices for global law enforcement - Security Affairs,
https://securityaffairs.com/190715/intelligence/citizen-lab-webloc-tracked-500m-devices-for-glob
al-law-enforcement.html 2. Military Intelligence Directorate | IDF,
https://www.idf.il/en/mini-sites/directorates/military-intelligence-directorate/military-intelligence-di
rectorate/ 3. Unit 8200 - Wikipedia, https://en.wikipedia.org/wiki/Unit_8200 4. Texas Police
Invested Millions in a Shadowy Phone-Tracking Software. They Won't Say How They've Used
It., https://lwww.texasobserver.org/texas-police-invest-tangles-sheriff-surveillance/ 5. Unit 8200:
Israel's Information Warfare Unit - Grey Dynamics,
https://greydynamics.com/unit-8200-israels-information-warfare-unit/ 6. The Palestine
Laboratory: How Israel Exports the Technology of Occupation around the World - Rah's Open
Lid,
https://www.rahs-open-lid.com/wp-content/uploads/2024/01/Loewenstein-Antony-The-Palestine-
Laboratory_-How-Israel-Exports-the-Technology-of-Occupation-around-the-World-Verso-2023.p
df 7. NYPD spent millions to contract with firm banned by Meta for fake profiles - The Guardian,
https://www.theguardian.com/us-news/2023/sep/08/new-york-police-tracking-voyager-labs-meta
-contract 8. Voyager Labs: Al Investigation Solutions, https://www.voyager-labs.com/ 9.
Intelligent Investigation Solutions for Law Enforcement - Voyager Labs,
https://www.voyager-labs.com/solutions/law-enforcement/ 10. Microsoft Company Complicity
Profile - No Azure for Apartheid, https://noazureforapartheid.com/why-microsoft/ 11. Arti
Walker-Peddakotla's research works - ResearchGate,
https://www.researchgate.net/scientific-contributions/Arti-Walker-Peddakotla-2322808313 12.
Cobwebs Technologies - Police1, https://www.police1.com/cobwebs-technologies 13. The Demo
Partner Program - DEV Community, https://dev.to/arthurpro/the-demo-partner-program-4m6o
14. Joint Task Force to Combat Anti-Semitism - Wikipedia,
https://en.wikipedia.org/wiki/Joint_Task_Force_to_Combat_Anti-Semitism 15. 1 UNITED
STATES DISTRICT COURT DISTRICT OF MASSACHUSETTS AMERICAN ASSOCIATION OF
UNIVERSITY PROFESSORS-HARVARD FACULTY CHAPTER,
https://litigationtracker.law.georgetown.edu/wp-content/uploads/2025/05/AAUP_2025.06.02_AF
FIDAVIT-OF-DANIEL-SILVERMAN.pdf 16. HHS, ED, and GSA Initiate Federal Contract and
Grant Review of Harvard University,
https://www.hhs.gov/press-room/task-force-antisemitism-harvard-contracts-grants.html 17. Task



Force to Combat Anti-Semitism Letter to Harvard University - Department of Education,
https://www.ed.gov/about/news/press-release/task-force-combat-anti-semitism-letter-harvard-uni
versity 18. Harvard Weathers a Year of Turmoail,
https://www.harvardmagazine.com/harvard-in-the-crosshairs/harvard-trump-administration-laws
uits 19. Trump Administration Ramps Up Civil Rights Investigations, Warns Universities of
Potential Funding Cuts,
https://www.aau.edu/newsroom/leading-research-universities-report/trump-administration-ramps
-civil-rights 20. DOJ, HHS, ED, and GSA announce initial cancellation of grants and contracts to
Columbia University worth $400 million,
https://www.gsa.gov/about-gsa/newsroom/news-releases/doj-hhs-ed-and-gsa-announce-initial-c
ancellation-of-grants-and-contracts-03072025 21. AcademyHealth's Situation Report: RFK Jr.
Defends Cuts, Harvard Loses Funding, Medicaid at Risk,
https://academyhealth.org/blog/2025-05/academyhealths-situation-report-rfk-jr-defends-cuts-har
vard-loses-funding-medicaid-risk 22. Joint Task Force to Combat Anti-Semitism Statement on
Additional Harvard Actions | GSA,
https://www.gsa.gov/about-gsa/newsroom/news-releases/joint-task-force-to-combat-antisemitis
m-statement-on-additional-harvard-actions-05132025 23. HHS, ED, and GSA respond to
Columbia University's actions to comply with Joint Task Force pre-conditions,
https://www.gsa.gov/about-gsa/newsroom/news-releases/hhs-ed-and-gsa-respond-to-columbia-
universitys-actions-to-comply-with-joint-03242025 24. Voyager Labs - Al Technology Solutions
for Security and Public Safety - Carahsoft, https://www.carahsoft.com/voyager-labs 25. VVoyager
Labs Government IT Procurement Contracts - Carahsoft,
https://www.carahsoft.com/voyager-labs/contracts



	Forensic Audit of Joint Intelligence Liaison Units and Covert Technical Ingress Pipelines (FY 2025–2026) 
	Transnational Intelligence Liaison Interlocks and Corporate Integration Pathways 
	Covert Technical Ingress Pipelines and Metadata Interception Mechanics 
	Structural Exploitation and Administrative Enforcement Nodes 
	Joint Intelligence Liaison Forensic Briefing Matrix 
	Operational Implications and Legal Vulnerabilities 
	Strategic Syntheses 
	Works cited 



